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SYSTEMS AND METHODS FOR EFFICIENT PACKET 
DISTRIBUTION IN AN AD HOC NETWORK 

GOVERNMENT CONTRACT 
[0001] The U.S. Government may have a paid-up license in this invention and the right in 
limited circumstances to require the patent owner to license others on reasonable terms as 
provided for by the terms of Contract No. DAAD 19-0 1-2-001 1 awarded by the United States 
Army. 

BACKGROUND OF THE INVENTION 

Field of the Invention 

[0002] The present invention relates generally to network communication and, more 
particularly, to systems and methods for efficiently flooding data in a network. 
Description of Related Art 

[0003] Communications in the future will increasingly rely on networked data acquisition 
and communication. In addition to requirements for versatility and survivability, mobile 
communication devices will need to be lightweight, inexpensive, and easy to maintain. A major 
obstacle in meeting these requirements is the devices' power sources. Because revolutionary 
improvements in battery technology are not expected in the near future, energy-efficient 
operation becomes paramount. This becomes increasingly important for unattended systems, 
such as sensors and robots, that must remain operational without recharging for prolonged time 
periods. 
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[0004] Many routing protocols have been designed to minimize the energy consumed for 
multi-hop packet delivery. Most of these protocols, however, do not adequately address the 
mechanisms for dissemination or discovery of network state information, often relying on 
flooding to perform these tasks. Its simplicity and effectiveness make flooding an attractive 
solution. These advantages, however, come at the price of frequently redundant transmissions, 
particularly in dynamic environments, such as a military battlefield. This redundancy adversely 
affects both the energy efficiency and the scalability of mobile networks. 
[0005] In the simplest form of flooding, a node receiving a flood packet retransmits it to all 
of its neighbors. The neighbors, in turn, retransmit the flood packet to all of their neighbors and 
so on until all network members receive a copy of the original packet. The inefficiency of this 
approach is depicted in Fig. 1. Fig. 1 is a graph that illustrates the relationship between the 
longest network path (network diameter), the probability of two nodes having a common 
neighbor (a factor correlated to the network connectivity), and the number of duplicate 
transmissions for a flood packet. Clearly, large, well-connected networks can be easily crippled 
by the amount of redundant traffic generated by such a simplistic dissemination method. 
[0006] Most applications that rely on flooding incorporate some type of mechanism designed 
to constrain the traffic explosion caused by uncontrolled flooding. Such mechanisms include: (1) 
generation control that involves restricting the nodes that are authorized to generate flood packets 
(e.g., clustering or hierarchical network organization, etc.) and/or censoring the generated flood 
information to filter out the redundant portion (e.g., STAR routing); (2) batching that involves 
nodes storing received flood packets, batching them into a single packet, and transmitting such 
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packets at regular intervals, rather than immediately after reception of the original packet; and (3) 
propagation control that involves restricting the circulation of flood packets by including 
sequence tags/time stamps, based on which duplicate packets are detected and eliminated, and 
time-to-live counters that limit the area of flood packet distribution (e.g., Hazy-Sighted Link 
State and Fish-Eye State Routing). 

[0007] The main shortfall of these approaches is that they aim to reduce the traffic load 
caused by flooding without adequately addressing the propensity for redundant transmissions that 
is inherent in the uninformed retransmission of messages performed by flooding. Duplicate 
transmissions can be easily avoided if the connections between nodes are known. Moreover, that 
knowledge is often readily available, since the data that is typically flooded is, in fact, the link 
information needed to optimize the flooding process. 

[0008] An existing method that directly addresses transmission duplication is offered by 
Multi-Point Relaying (MPR), as part of the Optimized Link-State Routing Protocol. In MPR, 
flood packets are retransmitted only by nodes that are designated as relays. The relays are 
selected so as to minimize the overlap between the sets of nodes that each relay covers, thus, 
minimizing the duplicate transmissions received by these nodes. The ideal solution to this 
minimization problem is given by a connected dominating set of the network graph (i.e., a 
connected subset of a set of nodes of a network whereby all nodes in the network are either 
within the dominating set or a neighbor of a node in the dominating set). Identifying this set, 
however, requires global knowledge of the network and is computationally an NP-complete 
problem. An NP-complete problem is a class of problems where there are no efficient known 
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ways to calculate an optimal solution. For these classes of problems, if one is interested in the 
optimal solution, often the only way is to do an exhaustive search through all possible solutions 
(which, of course, does not scale well with the problem size). 

[0009] To circumvent these feasibility barriers, MPR operates only with the network state of 
the flood source's 2-hop neighborhood and employs a heuristic algorithm based on a greedy 
strategy of preferentially selecting the most connected 1-hop neighbors as relays. This strategy is 
based on the assumption that flood packets are transmitted: (1) via omni-directional broadcast 
and (2) at a single power level. This makes it incompatible with unicast transmissions and 
directional-antenna transmissions and unable to effectively exploit the energy-conserving 
potential of variable-power transmission. 

[0010] As a result, there exists a need for energy-efficient flooding techniques. 

SUMMARY OF THE INVENTION 
[0011] Systems and methods consistent with the principles of the invention provide energy- 
efficient flooding techniques to optimize the packet distribution process. 
[0012] In one aspect consistent with the principles of the invention, a method for packet 
flooding in a network that includes multiple nodes is provided. The method may include 
generating a flood packet, selecting one or more of the nodes as a like number of one or more 
relays, and attaching a header to the flood packet. The header may instruct the one or more 
relays to which of the nodes to send the flood packet. The method may also include sending the 
flood packet with the attached header to the one or more relays. 
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[0013] In another aspect, a system for flooding packets in a network that includes multiple 
nodes is provided. The system may include means for receiving a flood packet, means for 
identifying one or more of the nodes as a like number of one or more relays, and means for 
sending the flood packet to the one or more relays. The system may also include means for 
retransmitting the flood packets from the one or more relays such that each of the nodes in the 
network receives one copy of the flood packet. 

[0014] In yet another aspect, a method for flooding packets in a network that includes 
multiple nodes is provided. The method may include receiving a flood packet at a first one of the 
nodes and determining whether the flood packet includes an attached header, where the header 
identifies one or more second nodes to which the first node is to transmit the flood packet. The 
method may also include extracting the header when the flood packet includes the header and 
retransmitting the flood packet to the one or more second nodes based at least in part on the 
extracted header. 



BRIEF DESCRIPTION OF THE DRAWINGS 
[0015] The accompanying drawings, which are incorporated in and constitute a part of this 
specification, illustrate the invention and, together with the description, explain the invention. In 
the drawings, 

[0016] Fig. 1 is a graph that illustrates the relationship between the longest network path, the 
probability of two nodes having a common neighbor, and the number of duplicate transmissions 
for a flood packet; 
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[0017] Fig. 2 is a block diagram of an exemplary network in which systems and methods 
consistent with the principles of the invention may be implemented; 

[0018] Fig. 3 is an exemplary block diagram of a node in the network of Fig. 2 according to 
an implementation consistent with the principles of the invention; 

[0019] Fig. 4 is an exemplary functional block diagram of the network device of Fig. 3 

according to an implementation consistent with the principles of the invention; 

[0020] Fig. 5 is a flowchart of exemplary processing for transmitting a flood packet 

according to an implementation consistent with the principles of the invention; 

[0021] Figs. 6A and 6B are flowcharts of exemplary processing for a flood packet according 

to an implementation consistent with the principles of the invention; 

[0022] Figs. 7A-7D illustrate exemplary operation of unicast and broadcast mode flooding, 
consistent with the principles of the invention, as compared to conventional flooding and MPR 
flooding; 

[0023] Fig. 8 is an exemplary graph that compares an estimated energy for disseminating a 
packet according to the cases shown in Figs. 7A-7D; 

[0024] Fig. 9 is an exemplary graph that provides a few samples of test scenarios used to 

illustrate systems and methods consistent with the principles of the invention; 

[0025] Fig. 10 is a graph that illustrates exemplary energy-related results for unicast-mode 

flooding; 

[0026] Fig. 1 1 is a graph that illustrates exemplary energy-related results for broadcast-mode 
flooding; and 
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[0027] Fig. 12 is a graph that illustrates exemplary results over an entire test space. 

DETAILED DESCRIPTION 
[0028] The following detailed description of the invention refers to the accompanying 
drawings. The same reference numbers in different drawings may identify the same or similar 
elements. Also, the following detailed description does not limit the invention. Instead, the 
scope of the invention is defined by the appended claims and equivalents. 
[0029] Systems and methods consistent with the principles of the invention provide energy- 
efficient flooding techniques to improve the efficiency of the packet distribution process, thereby 
prolonging the battery life of wireless network devices. In addition, these systems and methods 
may improve scalability and spatial reuse, resulting in increased network throughput. 

EXEMPLARY NETWORK 
[0030] Fig. 2 is a diagram of an exemplary network 200 in which systems and methods 
consistent with the principles of the invention may be implemented. Network 200 may include 
multiple interconnected nodes 210 Nl - N6. While six nodes 210 are illustrated in Fig. 2, a 
typical network 200 may include more or fewer nodes 210. Nodes 210 may communicate with 
each other via wireless connections to form a wireless ad hoc network. 
[0031] Nodes 210 may maintain knowledge about the rest of network 200. For example, 
each node 210 may periodically transmit a link state update (LSU) that includes its location 
information (e.g., global positioning system (GPS) coordinates or relative location information) 
to the rest of network 200. Nodes 210 may use one or more flooding techniques consistent with 
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the principles of the invention to transmit the LSUs, or other information that may be beneficial 
to other nodes 210 in network 200. 

[0032] Fig. 3 is an exemplary diagram of a node 210 according to an implementation 
consistent with the principles of the invention. Node 210 may include a network device 310 and 
an antenna 320. Network device 310 may include a device that is capable of moving, 
communicating, and/or performing some function or carrying out some objective, either alone or 
in combination with other nodes 210. Network device 310 may communicate with other nodes 
210 using antenna 320. Antenna 320 may include a directional and/or an omni-directional 
antenna that aids in the reception and transmission of data. 

[0033] Fig. 4 is an exemplary functional block diagram of a portion of network device 310 
according to an implementation consistent with the principles of the invention. According to one 
aspect consistent with the principles of the invention, these functions are implemented as 
instructions stored in a memory and executed by a processor within network device 310. 
According to another aspect, these functions are implemented as hardware, firmware, or a 
combination of hardware, firmware, and/or software within network device 310. 
[0034] As illustrated in Fig. 4, network device 310 may include one or more control modules 
410, one or more applications 420, a flooding module 430, a forwarding module 440, and one or 
more communication modules 450. These blocks may be viewed as different layers of processes. 
For example, control module(s) 410 and application(s) 420 may include higher layer processes 
than flooding module 430 and forwarding module 440. Communication module(s) 450 may 
include lower layer processes than flooding module 430 and forwarding module 440. 
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[0035] Control module(s) 410 may control the operation of network device 310 and may, 
possibly, maintain information about the topology of network 200. During operation, control 
module(s) 410 may generate or receive flood packets (i.e., packets transmitted to all nodes 210 in 
network 200) and non-flood packets (i.e., packets transmitted to one or more nodes 210 in 
network 200). Application(s) 420 may control network device 310 to perform one or more 
functions. During operation, application(s) 420 may also generate or receive flood packets and 
non-flood packets. 

[0036] Flooding module 430 may control the flooding of flood packets according to 
implementations consistent with the principles of the invention. As will be described in more 
detail below, flooding module 430 may select and maintain information on one or more relay 
nodes 210 ("relays") within network 200 to retransmit flood packets. Flooding module 430 may 
select the relay(s) in a manner to optimize distribution of the flood packets and account for the 
variable power required to reach different nodes 210. Flooding module 430 may also determine 
other information regarding flood packets. For example, flooding module 430 may determine the 
amount of transmission power to be used to transmit a flood packet based, at least in part, on the 
location of the relay. 

[0037] Forwarding module 440 may control the transmission of flood and non-flood packets. 
For example, forwarding module 440 may determine the manner in which a packet is to be 
transmitted by network device 310 (e.g., the location to send the packet, the transmission power 
to use for the transmission, and other factors that aid in the transmission of the packet). In the 
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case of flood packets, forwarding module 440 may determine how to transmit the packets based 
at least in part on information from flooding module 430. 

[0038] Communication module(s) 450 may prepare packets for transmission via antenna 330. 
For example, communication module(s) 450 may attach appropriate headers or modify the 
packets to facilitate transmission of the packets. Communication module(s) 450 may also 
conform the packets based on the particular communication protocol used in network 200. 

EXEMPLARY PROCESSING 
[0039] Fig. 5 is a flowchart of exemplary processing for transmitting a flood packet 
according to an implementation consistent with the principles of the invention. Processing may 
begin with the generation of a flood packet by a source node 210 (Fig; 2) within network 200 (act 
510). The flood packet may be generated by a control module 410 (Fig. 4) or an application 420 
of a network device 310 (Fig. 3) of this or another node 210 within network 200 (act 510). 
[0040] The flood packet may then be processed (act 520). The processing of the flood packet 
may differ based on whether the flood packet is to be transmitted using unicast-mode flooding or 
broadcast-mode flooding. The differences between the unicast-mode flooding and the broadcast- 
mode flooding will be explained below. 

[0041] Figs. 6A and 6B are flowcharts of exemplary processing for a flood packet, as may be 
performed in act 520, according to an implementation consistent with the principles of the 
invention. In this exemplary implementation, the processing may be performed by flooding 
module 430 (Fig. 4). In another implementation, at least some of the processing may be 
performed by one or more other portions of network device 310. 
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[0042] Processing may begin with flooding module 430 receiving a flood packet (act 605). 
Flooding module 430 may determine whether the flood packet came from a higher or lower layer 
process (act 610). For example, flooding module 430 may determine whether the flood packet 
came from a control module 410 or an application 420 (higher layer process) or from forwarding 
module 440 (lower layer process). 

[0043] If the received flood packet came from a higher layer process, forwarding module 430 
may build a minimum spanning tree of the flood source's n-hop (e.g., 2-hop) neighborhood (act 
615). The cost of the tree may be minimized using link transmission power as a cost metric. In 
unicast-mode flooding, this minimization is straightforward. For example, flooding module 430 
may construct the minimum spanning tree using a Least Unicast Cost algorithm that 
superimposes the minimum-cost paths from the flood source to each n-hop neighbor. 
[0044] In broadcast-mode flooding, minimization of the cost of the tree becomes an NP- 
complete problem and heuristics methods may be employed. For example, flooding module 430 
may construct the minimum spanning tree using a Broadcast Incremental Power (BIP) algorithm. 
BIP builds the minimum spanning tree iteratively based on a greedy heuristic. At each step, BIP 
may determine the set of minimum spanning tree candidates reachable by members of the current 
tree and add the candidate that requires the least increase of transmission power to be reached. 
[0045] Once the minimum spanning tree has been built, flooding module 430 may select the 
1-hop neighbors of the tree root as relays if they lead to any of the 2-hop neighbors (act 620). 
Flooding module 430 may compare this new relay configuration to the current relay 
configuration (i.e., previously-selected relays) (act 625). This comparison may be made against a 
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predetermined (possibly user-configurable) threshold (T/H). If the difference between these 
configurations is above the threshold, then flooding module 430 may update the current relay 
configuration with the new relay configuration (acts 630 and 635). 

[0046] Flooding module 430 may then attach to the flood packet a short additional header 
("relay configuration header") with the new relay configuration (act 640). This header may 
inform the relays to which 2-hop neighbors they must retransmit the current and subsequent flood 
packets received from this source. In one implementation, flooding module 430 may attach the 
relay configuration header only in situations where the minimum spanning tree has changed (e.g., 
when the difference between the new and current relay configurations is below the threshold). 
[0047] Flooding module 430 may set the packet transmission power for the flood packet (act 
645). Flooding module 430 may determine the packet transmission power based, at least in part, 
on a result of the comparison of the new relay configuration and the current relay configuration. 
If the difference between these configurations is above the threshold, then flooding module 430 
may determine the packet transmission power based on the new relay configuration. If the 
difference is below the threshold, then flooding module 430 may determine the packet 
transmission power based on the current relay configuration. Hooding module 430 may set the 
packet transmission power for the flood packet so as to reach the farthest relay in the relay 
configuration. Flooding module 430 may then send the flood packet to forwarding module 440 
for eventual transmission to the relays (act 650). 

[0048] If the flood packet received by flooding module 430 came from a lower layer process, 
flooding module 430 may determine whether the flood packet includes an attached relay 
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configuration header (act 655) (Fig. 6B). If the flood packet includes the relay configuration 
header, flooding module 430 may extract the header and compare it with the current relay 
configuration (acts 660 and 665). 

[0049] Flooding module 430 may duplicate the flood packet and send a copy to a client 
application (e.g., a control module 410 and/or an application 420) (acts 670 and 675). Flooding 
module 430 may also determine whether the relay configuration has changed since the last 
transmission (act 680). A change in the relay configuration may be identified by an attached 
relay configuration header that contains a new relay configuration. 
[0050] If the relay configuration has changed, flooding module may attach a relay 
configuration header, which reflects the new relay configuration, to the flood packet (act 640) 
(Fig. 6A). Flooding module 430 may set the packet transmission power for the flood packet (act 
645). If the relay configuration has changed, then flooding module 430 may determine the 
packet transmission power based on the new relay configuration. If the relay configuration has 
not changed, however, then flooding module 430 may determine the packet transmission power 
based on the current relay configuration. Flooding module 430 may set the packet transmission 
power for the flood packet so as to reach the farthest relay in the relay configuration. Flooding 
module 430 may then send the flood packet to forwarding module 440 for eventual transmission 
to the relays (act 650). 

[0051] Returning to Fig. 5, node 210 may transmit the flood packet to the relay(s) in the relay 
configuration (act 530). Upon receiving a flood packet, a relay may retransmit the flood packet 
to one or more other relays or other nodes (act 540). In one implementation, the relay may use 
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techniques similar to those described above to identify additional relays to which to send the 
flood packet. This processing may continue until all of nodes 210 in network 200 receive a 
single copy of the flood packet. 

EXAMPLE 

[0052] Figs. 7A-7D illustrate exemplary operation of unicast and broadcast mode flooding, 
consistent with the principles of the invention, as compared to conventional flooding and MPR 
flooding. Fig. 7A illustrates the conventional flooding; Fig. 7B illustrates conventional MPR 
flooding; Fig. 7C illustrates unicast-mode flooding; and Fig. 7D illustrates broadcast-mode 
flooding. In these figures, an arrow represents a packet transmission and a gray node represents a 
relay node. As illustrated in these figures, systems and methods consistent with the principles of 
the invention may significantly reduce the transmissions necessary to disseminate a packet in a n- 
hop neighborhood and, consequently, network-wide. 

[0053] In the flood case illustrated in Fig. 7 A, nodes receive multiple copies of the flood 
packet, thereby consuming energy. For example, node N3 sends copies of the flood packet to 
nodes N2, N4, N5, and N6 and receives copies of the flood packet from nodes Nl, N2, N4, and 
N5. In the MPR case illustrated in Fig. 7B, node N3 is selected as a relay (and shown as shaded)! 
Node N3 sends copies of the flood packet to nodes N2 and N4-N6. In this case, however, nodes 
N2 and N4 receive multiple copies of the packet: one from node Nl and another from node N3. 
[0054] In the unicast-mode flooding illustrated in Fig. 7C, nodes N2 and N3 are selected as 
relays (and shown as shaded). Source node Nl instructs relays N2 and N3 to which 2-hop nodes 
to send the flood packet. In other words, node N2 is instructed to send the flood packet to node 
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N5 and node N3 is instructed to send the flood packet to nodes N4 and N6. As shown, no node 
receives multiple copies of the flood packet. 

[0055] In the broadcast-mode flooding illustrated in Fig. 7D, node N2 is selected as a relay 
(and shown as shaded). Source node Nl instructs relay N2 to which n-hop nodes to send the 
flood packet. In other words, node N2 is instructed to send the flood packet to nodes N3 and N5. 
For nodes outside the n-hop neighborhood (e.g., 2-hop neighborhood), source node Nl takes no 
responsibility in assuring that these nodes receive a copy of the flood packet. Instead, other 
nodes take this responsibility. For example, node N2 in Fig. 7D is responsible for configuring 
the relay paths to nodes in its n-hop neighborhood, and so on. As shown, no node receives 
multiple copies of the flood packet. 

[0056] Fig. 8 is an exemplary graph that compares an estimated energy for disseminating a 
packet according to the cases shown in Figs. 7A-7D. The exemplary values provided in Fig. 8 
are normalized with the lowest value taken as unity. To facilitate the comparison, it may be 
assumed that transmissions in the flood and MPR cases, which always occur at maximum power, 
include the ability to reduce transmission power to the level necessary to reach the farthest 1-hop 
neighbor. It should be noted, however, that this capability is not known to exist in current flood 
and MPR techniques. 

PERFORMANCE EVALUATION 
[0057] A simulation of unicast and broadcast mode flooding was conducted over a wide 
range of test scenarios, varying the network size, density (and hence connectivity), and mobility. 
Mobility was varied by controlling the number of moving network members. Fig. 9 is an 
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exemplary graph that provides a few samples of test scenarios used to illustrate systems and 

methods consistent with the principles of the invention. 

[0058] For this simulation, the following radio model parameters were used: 



PARAMETER 


VALUE 


Transmission Rate 


2Mb/s 


FEC Rate 


0.5 


Effective Data Rate 


1 Mb/s 


Frequency 


400 MHz 


Transmit Output Power 


200 mW 


Transmit Power Consumption 


2.8 W 


Antenna Gain 


6dB 



[0059] The flood traffic used for these test scenarios was generated by the nodes' routing 
modules. The routing module receives updates on the status of the links to the node's immediate 
neighbors from the link metric calculator. These updates are periodically compiled into LSU 
packets, which are flooded throughout the network. The simulation aggregates the energy used 
to disseminate these packets. Basing this simulation on the flood traffic generated by a realistic 
network application, rather than artificial flooding, provides additional confidence in the realism 
of the obtained results. 

[0060] Fig. 10 is a graph for unicast-mode flooding that provides exemplary results for a 24- 
node scenario with nodes randomly spread in a 20 km 2 area and moving at a speed of 2 m/s. 
Note that in unicast-mode flooding, the routing module may employ LSU batching to reduce the 
redundancy of generated flood packets. Even when operating under such constrained flood 
generation, unicast-mode flooding reduces energy consumption by approximately 32%, whereas 
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the MPR case saves only around 15%. Moreover, the trend of energy reduction increases as 
mobility (hence flood traffic) grows. 

[0061] Fig. 1 1 is a graph for broadcast-mode flooding that provides exemplary results for a 
48-node scenario. Here, the broadcast-mode flooding achieves a significantly greater reduction 
in energy consumption of approximately 70%, clearly outperforming the MPR case's 50% 
reduction. The network in which the broadcast-mode flooding was tested uses Hazy-Sighted 
Link State to restrict the propagation of LSU flood traffic. 

[0062] Fig. 12 is a graph that illustrates exemplary results over the entire test space. The 
graph shows an average energy reduction for the broadcast-mode flooding of approximately 
65%. Thus, it can be expected that, on average, a network using the broadcast-mode flooding to 
last three times longer than one using unconstrained flooding and two times longer than one 
using MPR (which, as described above, was simplistically enhanced with variable-power 
transmission capabilities). The unicast-mode flooding provides an average energy reduction of 
approximately 30%. 

CONCLUSION 

[0063] Systems and methods consistent with the principles of the invention provide energy- 
efficient flooding techniques. One of these techniques involved unicast transmissions and 
another technique involved broadcast transmissions. These flooding techniques are capable of 
supporting both reactive and proactive routing approaches and are compatible with methods for 
constraining flood traffic, such as hierarchical network organization, flood-packet batching, etc. 
Based on realistic simulation models, these techniques show significant energy-savings of up to 
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70%, and hence the potential for a three-fold extension in the longevity of battery-operated 
mobile nodes in dynamic settings. 

[0064] The foregoing description of preferred embodiments of the present invention provides 
illustration and description, but is not intended to be exhaustive or to limit the invention to the 
precise form disclosed. Modifications and variations are possible in light of the above teachings 
or may be acquired from practice of the invention. 

[0065] For example, the graphs illustrated in Figs. 8 and 10-12 are purely exemplary. 
Different results may be obtained by changing the parameters. 

[0066] While series of acts have been described with regard to Figs. 5, 6A, and 6B, the order 
of the acts may differ in other implementations consistent with the principles of the invention. 
Moreover, non-dependent acts may be performed in parallel. 

[0067] No element, act, or instruction used in the description of the present application 
should be construed as critical or essential to the invention unless explicitly described as such. 
Also, as used herein, the article "a" is intended to, include one or more items. Where only one 
item is intended, the term "one" or similar language is used. The scope of the invention is 
defined by the claims and their equivalents. 
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